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Barbican Cyber OSA – value adds for our cyber insureds

In a changing world, 
the wise stay 
one step ahead

Barbican Cyber OSA currently offers three value adds to bolster critical 
aspects of your cyber security strategy: cyber threat reconnaissance; 
cyber phishing defence; and cyber intrusion response. 

For every $15,000 in net premium with Barbican you can choose one 
value add; spend over $30,000 you can choose two value adds, spend 
over $45,000 and get all three.

CYBER RECONNAISSANCE
FICO Cyber Risk Score (CRS) Portrait  
Identifying externally visible weak spots and red flag indicators that could 
attract system intruders. Providing clear actionable insights on how to 
improve your cyber posture.

Indicative Market Value
$10,000-$50,000

CYBER PHISHING DEFENCE
TSC Advantage Phishing Simulation  
Controlled phishing and spear-phishing attacks to see how many 
employees click on the cyber bait. Providing recommendations on 
improving attack resilience.

$10,000-$15,000

CYBER INTRUSION RESPONSE
TCS Advantage Incident Response Exercises  
Combining table-top incident response exercises and in depth 
documentation review. Providing a detailed evaluation report on how to 
improve your cyber intrusion response.

$10,000-$15,000

ONE
STEP

AHEAD
BARBICAN CYBER OSA

www.barbicaninsurance.com Connect with us
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What makes a good cyber underwriter?
It’s a question that all underwriters in all lines 

of business ask themselves, but for cyber it feels 
a little more difficult to answer.

Unlike hurricane risk, which has changed 
little in centuries, cyber risk changes daily. It 
can evolve in previously unimaginable ways, 
varies vastly from insured to insured, and has 
the potential to be enormously systemic. 

There’s a huge onus on cyber underwriters 
to remain on top of the risk, recognise their 
insureds’ vulnerabilities and, of course, price 
risks accurately. 

The Insurance Insider’s third annual cyber 
rankings survey found that brokers value 
knowledge and experience the most in 
underwriters. 

So should the cyber market be using as 
much data and technology as is possibly 
available in order to build that knowledge and 
understanding?

At this cyber insurance roundtable, 
participants discussed that very topic. 

Around the table were underwriters and 
brokers, as well as experts from FICO, a firm 
which made its name in providing credit rating 
scores but has now extended that methodology 
to cyber security. 

At the crux of the debate was whether 
scanning and scoring technologies were more 
successful in assessing how vulnerable a client 
is to a cyber attack, versus a more macro 
view of the threat landscape – often known as 
“hackernomics”.

This led to more existential questions around 
the extent to which underwriters should rely on 
this information to price risk. 

Can the data available ever really keep up 
with the ever-changing nature of cyber risk? 

Do scanning technologies really work when 
many cyber losses stem from human error? 
Does human gut instinct still have a part to play 
here?

Brokers around the table argued that while 
underwriters certainly benefit from having 
more data available to them, giving a client a 
score on their cyber security could actually 
make cyber insurance a harder sell, particularly 
if a bad score triggers a negative reaction. 

Equally, how do clients really feel about their 
insurer taking a “Big Brother”-type approach in 
assessing their risk?

The questions being tackled by the cyber 
market today will undoubtedly become more 
pertinent to the rest of the market in the years 
to come. 

Underwriters in the property cat or marine 
markets may argue they have a good grasp on 
the risks they need to price. But in a market 
where margins are fine and capacity is plentiful, 
the effective and smart use of technology will 
offer a real competitive edge. 

Soon there will be an arms race in building 
these capabilities, if it hasn’t started already.

A rousing – and sometimes heated – debate 
was had at our roundtable as participants 
tackled head on the big questions around 
the use of big data and technology in 
underwriting. 

It certainly made for 
an interesting session 
and I hope the debate 
continues in the years 
to come.
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Catrin Shi
We also have two representatives from FICO here today. 
Can you say a little about what FICO does?

Kimberly Manibusan
FICO offers analytic and decision management tools in a 
number of industries, including banking and insurance. 
We currently offer a cyber risk score for not only the cyber 
insurance underwriting market but also focusing on the 
enterprise world in assisting them to understand their 
external cyber security posture. Our solution is leveraged 
by underwriters and brokers, but also focuses on the chief 
security officers, IT managers and risk officers within the 
enterprises.

Manish Karir
The reason FICO is in this space is because we have built a 
score that’s very similar to the FICO consumer credit risk 
score. The ideas are similar – it’s a way to collapse large 
volumes of data into a single, or very low, number which 
then becomes actionable. 

One of the problems with very large volumes of data is 
that they are diverse – they can tell you two different things, 
depending on which subset you look at. But if you collapse 
it down to a single number then that can become actionable. 
It’s a number you can make decisions from and that’s FICO’s 
goal in this space.

By generating the FICO consumer score, we enabled 
massive amounts of credit to become available to 
individuals. We envision bringing that same capability to 
the cyber security marketplace and in particular cyber 
insurance and risk estimates.

Catrin Shi
To what extent can the cyber insurance market use artificial 
intelligence (AI) and big data to assess cyber risk, and how 
much are companies doing this at the moment? 

Manish Karir
What helped us build what we have today is that six,  
seven, eight years ago, we were looking at large amounts  
of global data and, in particular, malicious activities.  
With the patterns that were embedded in those large  
data sets, whether it’s phishing or spamming or other  
kinds of fraud that are taking place on the internet, we 
started to notice that there were natural clusters around 
those events. 

That got us thinking – why do these clusters exist? 
There must be some properties about these particular 
neighbourhoods on the internet which make them more 
or less susceptible, and they must be properties that we 
can measure, so what properties can we measure at scale 
globally? 

Cyber  
Roundtable 2018

CYBER ROUNDTABLE

Catrin Shi
Graeme – do you want to kick this off and talk about why 
we’re all here today?

Graeme King
For a long time there has been a need for more reliable 
underwriting of cyber risk, and that means using 
technology where possible to understand more about 
the risks that we’re writing. For example, you’ll get an 
application form which ticks certain boxes and suggests 
that the client has certain good or bad features. A price is 
then calculated from that, often based on a relatively limited 
amount of historical cyber data. How do we know that what 
we’re being told in the application is an accurate reflection 
of the client’s cyber risk? And is there data out there in the 
world that could help us answer that question better?

There is a growing number of technologies that have 
evolved and this is a good time to test how strong the case 
is for using available data and applying it in the right way, to 
help underwrite the risk better. 

www.insuranceinsider.com

“For a long time there has been a need for  
more reliable underwriting of cyber risk”

Graeme King
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We started to build upon that with large data collection 
capabilities that were available to us, and we started to 
understand that the difference between the good and 
the bad neighbourhoods was that policies and policy 
implementation on the ground were different. 

If we can see policy variations on a country-by-country 
basis, then the next step is to see policy variations on 
an organisation-by-organisation basis – so we started to 
investigate those. You can look at individual companies on 
the internet and by understanding their footprint, look for 
the cyber security signals they are generating and, from 
those, understand whether or not those signals are going to 
lead to a greater or lesser risk of data breaches. 

Graeme King
Most of us in the room are familiar now with that type of 
technology – big data and the scanning of companies. What 
are your feelings about scanning technology generally – is it 
good or bad, does it work, does it have limitations?

David Dickson
It’s great for opening a client’s eyes to the fact that 
potentially they’re not very mature around their risk and 
the insurability of the risk, but there are certain limitations. 
While malicious third parties or system glitches account 
for many claims, there’s always subjective human nature 
which needs to be accounted for and there will always be 
an asterisk next to every result. It’s very important, and that 
harvesting of data will inform distribution and also the 
products and the claims, but it’s not the entire picture. 

Shannan Fort
If we are talking about external scanning, where essentially 
the client has no knowledge of it taking place, I would have 
to disagree. Generally, when those reports are presented to 
a client, it tends to put them in a defensive posture. They’re 
starting with a company that already has a perception of 
the business, without any mitigating elements, and they 
are having to defend what they do and why they do it, as 
opposed to describing and explaining their business to 
them. That puts everyone in a more negative position. 

The other thing is that I have been in the position more 
than once where you’re having to defend a client to an 
underwriter because of a report they’ve received from a 
third party which has done some sort of external scanning, 
and the client has received a very negative score.

There may be mitigating controls – it may be what they 
are scanning is no longer relevant. So instead of starting 
at step one, we’re now starting at step negative five, 
and already you are thinking about increased rates and 
restricted cover. 

Manish Karir
That’s a valid concern and there could be inaccuracies that 
automatically create this bad relationship with the client. 
One of the important things to remember is the voice of 
people who are approaching organisations to purchase 
insurance. We are careful about making sure that they have 
a say in how they’re scanned or profiled, whether they want 
to opt out of the process, or whether they want to come 
in and say, “I want to help you get this right, so you don’t 
create the wrong impression when you are getting a policy 

for me”. The subjects being profiled must have a say in the 
process.

Kimberly Manibusan
The other thing that is important to note is that not every 
scoring/external scanning technology is created equal. It’s 
important for the insurance community to understand the 
detail behind how these scores are generated, the model 
development and data that is collected. Transparency 
around these areas is critical to the underwriters relying on 
such metrics. 

Graeme King
As a concept, the use of big data seems very appealing. But 
is it something you feel that, used in the right way, could 
ultimately benefit you, as well as the client, when you’re 
trying to broker risks and assess them?

David Dickson
The good thing for you is that it does take an objective view 
on like-for-like companies, so you can look at a portfolio 
of manufacturers or accountants, or a similar sort of risk, 
and say that this is the common issue or shortfall that we’re 
seeing. If that information is then shared with brokers, we 
can help inform clients about things they should be looking 
at. 

Shannan Fort
On the one hand, we absolutely need big data – we need 
this idea of grouping together large data sets to draw some 
conclusions about risk, to make the underwriting process 

CYBER ROUNDTABLE
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“Not every scoring/external scanning technology 
is created equal. It’s important for the insurance 
community to understand the detail behind how 

these scores are generated”

Kimberly Manibusan
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more efficient and to build predictive better models around 
losses. 

On the opposite side, each risk is a unique risk from an 
underwriting perspective. No two companies, no matter 
how similar, are going to have the same security setup. 
There will be different mitigating controls and processes and 
you can only learn about that from actually underwriting 
the risk. 

Clients are looking for more certainty about the types 
of losses that they’re actually going to suffer, and to better 
understand what cyber risk actually means for them and 
their peers. So when we get to a point where that big 
data meets unique risk, benchmarking information then 
becomes usable and real and something that we can all 
utilise on the front end. But we’re not there yet. Technology 
is changing very quickly and we are constantly having to 
innovate to address new dynamics.

Geoff Keig
First of all, it depends on the size of the risk you’re trying 
to broker. With large companies, you’re going to broker 
them individually and you’re going to have a lot of data 
sets relevant to them. But there’s a sector relevance too 
that insurers are going to use and big data is going to help 
analyse that.

There are limitations with all of these things and, of 
course, all risk, particularly cyber, is going to be two-
pronged anyway – it’s people and processes. You can’t solve 
one without the other. But if you can stop half the risks 
getting to your people by using technology, then you’re only 

training on half the access and that has a real benefit in 
terms of the losses people suffer. 

So are the clients saying this risk score is wrong? Because 
if it’s right, it’s still relevant, even if they don’t want to hear it. 

Graeme King
The issue is the readiness of the market to accept this type 
of technology and how it’s used to generate probabilistic 
scores. The credit scoring market isn’t a bad analogy 
here. I’m guessing that in the early days of that, there was 
probably a similar scepticism from many people.

Kimberly Manibusan
There were a lot of challenges for FICO early on in the 
consumer credit space in terms of initial market adoption 
and understanding of the score output, but now the FICO 
consumer credit score is utilised in almost 95 percent of 
consumer lending underwriting decisions in the US. 

Geoff Keig
Shannan is right. The problem is that the rate of movement 
in the cyber sphere at the moment is exponential. It’s still 
useful, don’t get me wrong – all of the technologies have a 
role to play – but this is not a one-solution answer. 

Catrin Shi
Part of the problem here is that there isn’t much data out 
there at the moment – not in the sense of how property cat 
has been modelled, for example. Cyber is nowhere near that 
and the risk keeps evolving. Darren, do you have any insight 
from the claims side on this?

Darren Vye
Cyber is still quite new, so it’s hard to establish any real 
claims trends. We’ve seen lots of notifications, which either 
haven’t materialised or exceeded the retention, but very few 
major claims. This gives us limited data to predict the likely 
outcome of different events. It’s just going to take time. Once 
we start to see more frequent claims we will be far better 
placed to analyse trends. 

Catrin Shi
On the other side of the spectrum from the rating 
technology is assessing the threat landscape – 
hackernomics, that sort of thing. Could you use these in 
tandem to give a “best of both worlds” scenario?

Graeme King
It’s one of the biggest questions I ask myself. I’m a user of 
this type of scanning technology and I understand it has its 
limitations. But when it comes to the threat landscape, there 
are some very powerful arguments for understanding the 
external threats to your organisation, such as from the dark 
web, for example. It’s not really good enough just to look 
internally. I would love an empirical answer to the question 
of how relevant it is to measure the threat landscape or 
whether it is sufficient to satisfy yourself that a company has 
locked itself down and has all the right procedures in place. 

David Dickson
When you’re looking at that and assessing a company from 
the outside, you’re looking at a company at one moment 

www.insuranceinsider.com
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“Cyber is still quite new, so it’s hard to establish 
any real claims trends. We’ve seen lots of 
notifications, but very few major claims”
Darren Vye
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in time. There are so many reactive issues and all sorts of 
triggers for external threats, so while you can get an idea 
of the space they’re playing in through the traditional 
underwriting method, there’s always going to be that 
unknown. I’m not sure what will counter that. 

Shannan Fort
You certainly can’t have one without the other. If you’re only 
managing or owning one aspect, you’re missing completely 
several aspects. We all know that nothing can be locked 
down completely, so you absolutely have to understand the 
threat landscape to understand what you’re trying to lock 
out. 

Taking it back to the conversation about FICO scores and 
how they’re comparable to “cyber scores”, I can certainly 
draw the data line, but at the same time I would argue that 
with the FICO score, you’re judging a homogenous group. 
I still struggle to see how we can create the FICO scores of 
cyber and make it relevant in the next 10, 20, 50 years until 
technology stops moving as quickly as it is now. 

Kimberly Manibusan
Remember we’re looking at how the organisation is 
managing their day-to-day cyber hygiene from a policy 
and management perspective. It shows a lot about the 
organisation’s operations on a day-to-day basis if they 
continually leave the firewall open for a period of a 
month and continually allow that to remain unaddressed 
and vulnerable. That suggests that there’s an issue with 
the training and that the people who were supposed to 
be managing a web server, a laptop or network are not 
following cyber best practices.  

Manish Karir
It’s difficult to be resilient to changes in technology, which 
is why we try to look at what is behind the use of the 
technology. It’s only when you get to that level that you 
end up with something that can be protected, because if 
you focus on technology failures, those are point-in-time 
failures and you will get those wrong, every single time. It’s 
not about saying, “I see you didn’t pay your bill here and 
here and here”. If I look past that and say, “You’re missing 
bill payments every other month”, that’s the pattern that’s 
interesting and predictable. 

Shannan Fort
That’s what makes me incredibly nervous about this external 
scanning technology. It’s the inference that is coming 
from monitoring points in time, even over a period. What 
if the firewall was down for a month because they were 
running some type of analysis or just examining their 
threat landscape externally? What if there’s a risk? That’s not 
something that can be inferred. How are we getting from 
the information that we’re collecting to the inference? What 
is building that inference? That’s where we really get tripped 
up.

Geoff Keig
The difficulty here is if that pattern of information is given 
to an underwriter who elects not to have a conversation 
based on the information they have, that’s when it really 
starts affecting clients. If there is a new head of IT, or 

www.insuranceinsider.com
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security officer, or a new COO – whatever the change is in 
the organisation that hasn’t manifested itself but will do – 
how do you get to tell that story if you’re already blocked 
from the market? This is where the real difficulties of some 
of the automated technology can come into play.

Manish Karir
The context is always very important. It’s important to 
remember that the assessments are in general probabilistic, 
in that they represent a population. In a population, there 
is a given statement of risk that will hold true, but for any 
given individual, it may or may not hold true. 

When you look at these large populations and you do 
these assessments in large groups, you start to see the 
statistics hold, and the probabilities of certain behaviours 
being correlated with data breaches hold as a population. 
Whether they will hold for that one particular client 
that you’re trying to underwrite depends on particular 
circumstances. But if you had 100 of those similar patterns, 
identical clients, then you would see those behaviours hold 
true. 

Shannan Fort
To Darren’s point earlier, did you have enough data sets to 
make those inferences?

Manish Karir
Yes – we’re looking at historical data breaches and that’s how 
we’re identifying the patterns we’re picking up. FICO has 

“It’s difficult to be resilient to changes in 
technology, which is why we try to look at  
what is behind the use of the technology”

Manish Karir
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Geoff Keig
We operate in the small and medium-sized enterprise 
(SME) to mid-corporate market and many of our clients 
don’t go to that sort of granularity. Also, they don’t 
understand that actually they’re already involved in dealing 
with AI every time they fill in a Captcha. They’re not seeing 
the threat analysis that’s out there, partly because they’re 
not being spoken to on those terms, and that’s probably 
the right thing because there is a staged process they need 
to go through in order to get there. Higher-end users will 
start doing their own threat analysis, but that’s something 
that, for the type of client we’re talking to, is relatively in its 
infancy. 

If you look at where losses are coming from, it is from 
human interaction – it’s not technology that’s letting them 
down. So we’re trying to educate our clients to change the 
way they look at their people. 

Darren Vye
We need to make the client aware of that fact that risk-
mitigation tools are there to assist them. We want to 
make our clients better at managing cyber risk. I totally 
understand why clients might feel defensive about a low 
score. This is where we need to highlight the positives and 
explain that the recommendations are there to help them 
reduce the likelihood of a cyber attack.

Graeme King
To some extent there’s a good analogy in the use of black 
boxes for drivers. Those who are willing to take a black box 
are the ones who know that they’re going to turn that corner 
in second gear, nice and slowly, who won’t take a bend too 
fast or drive too late at night or break the speed limit. They 
recognise that it’s a positive benefit to them because they’re 
doing all the right things.

Corporates are far more complicated beasts than that 
individual driver, but it’s a similar mentality to some degree. 
It’s about how confident you are about your own cyber 
posture and how open you are to accepting something that’s 
perhaps giving you a fuller picture of your cyber posture.

Geoff Keig
It goes back to a snapshot in time though, because if that 
snapshot is reflective of the last three years’ data that you 
picked up about a business, and the business made an 
acquisition and saw 50 percent growth, that acquisition 
actually brought in behaviours that have changed over time. 
But formulating the risk picture up to this point is not the 
same as the risk picture going forward. The exposure to 
corporates is different, but they’ll be doing a lot more analysis 
of their own risk than SMEs or mid-corporates will be.

Manish Karir
In insurance terms, what we really want to be careful about 
is avoiding moral hazard. Where you’re not just providing 
insurance as a risk transfer mechanism, you want to make 
sure there is enough information available to all the right 
parties where there’s a risk mitigation that takes place. 
Without risk mitigation, you will end up with only the bad 
risks, and so you have to be able to provide information 
to the end clients where they can understand how their 
behaviours matter and change them. 

been collecting data for the past four years, which is very 
small compared to property and casualty loss models, but 10 
years from now, we’ll have 14 years of data. 

Shannan Fort
I wonder whether, in 14 more years, those patterns will have 
changed, and those inferences that you are able to draw will 
be wildly different to what they are now.

Graeme King
As an insurer which is currently in the early days of using 
this type of technology, we’re being very cautious about how 
much weight we give to the scoring. We want to be able 
to compare the trends we see through our own traditional 
underwriting methods against the view the scanning 
technology gives us of the organisation. We are looking for 
our own correlation. 

I say this when I’m trying to reassure the brokers 
that we’re using this technology purely to help us better 
understand the risk. We can then have conversations with 
clients about the protection they have in place and be able to 
justify why a low score is not as bad for us as it may appear.

Catrin Shi
Talking more broadly about how clients view the use of 
these technologies as part of insurance products, do they 
demand it and does it help you with the sale?

www.insuranceinsider.com
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“There is more board-level recognition around 
cyber risk and certainly around how a cyber event 
can impact individual directors and officers”
Shannan Fort
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Catrin Shi
How do clients view these additional technologies being 
used in the underwriting process? Do they even know 
they’re there? 

David Dickson
We always portray the message that this makes up part of 
the underwriting, but not all. From our perspective, all 
they’re doing is looking at something and it’s a tick box, like 
most application forms. We are very cognisant of the fact 
that at the moment it can’t make up the entire underwriting 
process – it’s only one part. 

Graeme King
At this stage of the evolution of this type of technology, it 
is absolutely the wrong thing for any insurer to rely solely 
on that score, or that scale. But it’s where we may be headed 
with this in the future. I believe we will see a time when 
there will be far more standardisation and understanding of 
the factors which give a particular organisation a particular 
score. Once we reach that point, it will be a much simpler 
sell – in fact, the client would almost expect the insurer to 
have that information at their fingertips.

Catrin Shi
The wider casualty market has been dealing with that 
human element of exposure for many years and the 
predictive side of casualty modelling is not that well 
developed. Surely underwriters have been dealing with 
human error for ages?

Geoff Keig
What’s really interesting is that we need humans to be 
enabled by the workplace. If we don’t enable them then 
you’re going to start losing productivity and all the other 
things that give you competitive advantage. At the moment 
the security protocols that insurers particularly like seeing in 
operation – lockdown and things like that – are sometimes 
in competition with and in conflict with enabling people. 
What I’m really encouraged by is the new kind of training 
that’s come about, using psychologists and people like that. 

Graeme King
You raise a very good point around just what it would take 
to educate the average person about the dos and don’ts when 
it comes to protecting yourself in a cyber environment. As 
an underwriter I live and breathe cyber risk all the time, 
so for me it’s second nature now not to click on that dodgy 
looking link. The reality is there are so many people out 
there who haven’t yet understood the importance and 
significance of the cyber threat.

Geoff Keig
Big data has the capability to monitor your social 
networking, look at your emails at work, link the two 
together and work out whether you’re a disgruntled 
employee or not, and therefore are an increased risk to 
the organisation. Now that’s a bit Big Brother for a lot of 
people but it’s here and it’s relevant and people need to start 
understanding that. 

There are those businesses that say we have to empower 
people, let them do what they want to do and come to 

us with the problem because quick problem solving is 
important. We can’t stop the problem; we just have to get the 
right behaviours in people to stop it as much as we can. 

Shannan Fort
This raises an interesting thought. You have already 
mastered this idea of predictive behaviour for humans. Is 
that not something that can be translatable here – predictive 
behaviour for humans within an organisation and how that 
then impacts the organisation’s cyber risk?

Maybe the focus is shifting away from how the system 
itself is protected, as opposed to the corporate culture and 
behaviour within an organisation – predicting how often it 
will be that someone will click on that dodgy link, and what 
type of training translates into better corporate citizens. 

Manish Karir
I absolutely agree. If we could measure one thing at an 
organisation, we would measure people and culture. We 
can’t do that at scale externally – we can’t send surveys 
out to the entire global population. So we look for proxies 
that help us infer people and culture and the proxy 
measurements that we’re making are the ones that we can do 
on a global scale. You look for whether or not the network 
admin team knows how to use patches on their systems 
regularly. We then send them a survey to ask them whether 
staff have taken a certain training model – we inferred that 
based on the data we collected. 

Catrin Shi
I want to ask about what is driving the purchase of cyber 
insurance more generally from the clients’ perspective.
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David Dickson
Awareness, more of a media presence around these kind  
of breaches, GDPR [General Data Protection Regulation], 
and also more availability. There’s been some enhancements 
in the distribution of cyber products and bringing the  
client much closer to capacity, both here and on the other 
side of the pond as well – whether it’s from traditional 
brokers going a step further towards the client and  
offering retail products, or some of these bolt-on  
packages that they’re getting as part of their home or 
buildings insurance. Perhaps as part of contents  
insurance as well. 

Shannan Fort
I would generally agree with all of those points, but I would 
also say that there may be a million different factors at this 
point. There’s more board-level recognition around the risk, 
and there’s certainly more board-level recognition around 
how a cyber event can impact the board and impact the 
individual directors and officers. 

What has certainly driven a lot more interest in the  
product over the past couple of years is the real-life  
impact that these issues will have. There are lots more 
contractual requirements these days for security and  
cyber cover. 

To date GDPR hasn’t been a massive driver, in the way 
that people may have anticipated when the regulations 
were first introduced. It might start to drive it a little more 
– especially once we start seeing some fines imposed, if 

those are insured, or even costs around the proceedings 
themselves.

There’s also more and broader cover available. We’ve 
done a much better job over the last couple of years in 
expanding the cover so that it’s relevant to more than just 
data aggregators.

Geoff Keig
People might not have bought [the cover] because of GDPR, 
but GDPR was an excuse for brokers to talk to clients about 
cyber cover, so it did drive distribution. The last statistic I 
read was that 50 percent of brokers are still not talking to 
their clients about it, but for those of us that are, it’s both a 
wedge product and an opportunity. 

There are compelling factors why people ought to 
understand this and the opportunity for us to talk to clients 
about it, through GDPR and other things, means that we’ve 
had much greater success over the last 12 to 18 months in 
converting potential buyers into buyers than we have done 
in the past.

David Dickson
The cherry on top as well is that this is the best time ever for 
clients to buy the risk coverage and it’s cheap. 

Kimberly Manibusan
FICO has just conducted its second annual “Views from 
the C-Suite” cyber security survey, and part of the survey 
covered enterprises’ purchasing of cyber cover. We learnt 
that close to 70 percent of the healthcare organisations have 
not had cover, so there are areas that are still highly under-
penetrated and don’t have cyber cover. 

Catrin Shi
Graeme, do you have any final thoughts? 

Graeme King
This debate has been fascinating for a number of reasons. It 
highlights that there is a very different set of drivers behind 
our behaviours. The brokers have a specific need to place a 
product with a client, and that client naturally wants to give 
as little information as possible in order for that coverage 
to be given to them. If the coverage is readily available, for 
relatively limited information, why would anyone push the 
client to do more?

The underwriter, on the other hand, has the job of trying 
to assess risk, often with relatively limited information 
and often with information that’s not as robust as it should 
be. Therefore, they’re looking for ways to help them to 
underwrite those risks more consistently – and we’ve heard 
today the different needs of the different actors in this. 

But we’ve also heard that there is a real need for a way of 
measuring the cyber risk of an organisation – whether it’s 
external scanning of assets or scanning of employees. It’s 
already being done. Sometimes it’s accepted, sometimes 
not, but we’re in the early days of the adoption of this 
type of scanning. In 10 to 15 years’ time when we see this 
technology being routinely used and trusted, I believe it will 
put us all in a much better place.

Catrin Shi
Thank you for a really good discussion. 
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Barbican Cyber OSA – value adds for our cyber insureds

In a changing world, 
the wise stay 
one step ahead

Barbican Cyber OSA currently offers three value adds to bolster critical 
aspects of your cyber security strategy: cyber threat reconnaissance; 
cyber phishing defence; and cyber intrusion response. 

For every $15,000 in net premium with Barbican you can choose one 
value add; spend over $30,000 you can choose two value adds, spend 
over $45,000 and get all three.

CYBER RECONNAISSANCE
FICO Cyber Risk Score (CRS) Portrait  
Identifying externally visible weak spots and red flag indicators that could 
attract system intruders. Providing clear actionable insights on how to 
improve your cyber posture.

Indicative Market Value
$10,000-$50,000

CYBER PHISHING DEFENCE
TSC Advantage Phishing Simulation  
Controlled phishing and spear-phishing attacks to see how many 
employees click on the cyber bait. Providing recommendations on 
improving attack resilience.

$10,000-$15,000

CYBER INTRUSION RESPONSE
TCS Advantage Incident Response Exercises  
Combining table-top incident response exercises and in depth 
documentation review. Providing a detailed evaluation report on how to 
improve your cyber intrusion response.

$10,000-$15,000
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STEP

AHEAD
BARBICAN CYBER OSA
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Insurance Matters.
That’s why we seek to continually improve. We listen. 
We explore new ideas. We respond to change.

We build lasting partnerships based on strong 
understanding, ideas and execution. We care about 
finding ways of making insurance better.
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